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ABSTRACT

In this article, a novel Control Barrier Function (CBF) named the fault tolerant Control Barrier
Function (ftCBF) is introduced. The ftCBF is able to keep a vehicle within a predefined safe set
with changing control bounds and changing system dynamics. The ftCBF is shown to be feasible
in fault tolerant control applications, as opposed to existing CBF methods. This novel constraint
is tested on a double integrator system, and on a non-linear Dubin’s Car system with changing
system dynamics and changing control bounds. In the simulations it is shown that the ftCBF is
able to keep the vehicle in the safe set with failure events occurring at any place in the timeline.
The ftCBF contains design parameters that allow a trade-off between safety and performance.
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1 Introduction

Control Barrier Functions (CBFs) are a powerful tool in the control theory community that provide
a systematic way to ensure safety in dynamical systems. CBFs enable the design of control laws that
guarantee the system trajectories remain within predefined sets, which is also called set invariance[1].
CBFs have many applications in the field of robotics (e.g. Agrawal et al.[2]) and are able to be used
in conjunction with other control techniques, such as Model Predictive Control (MPC) [3], to provide
robust and safe control strategies for dynamical systems. For this research the definition of a CBF given
in A.D. Ames et al. [4] will be used.

State of the art CBF methods[5][6][7] do not provide a way to ensure set invariance with changing
system dynamics and changing control bounds, as the constraints provided by these methods do not
provide constraints that are explicit in the control bounds and changing system parameters.

The main result of this research is the development of a new CBF method that is able to maintain
set invariance in case of changing control bounds and changing system dynamics, and is thus able to
guarantee safety during a failure event. This novel CBF constraint has been applied to both a linear and
a non-linear system, and is generally applicable to any control affine system.

This article will first go over the necessary background that is needed to understand this article in
Section 2. Section 3 will introduce the novel CBF method and show its workings on a relatively simple
linear systems. Section 4 will show the application of the ftCBF on a non-linear system. Finally this
article will be concluded in Section 5.
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2 Background

2.1 General Definitions

Definition 1 (Class « function[8]). A continuous function « : [0, ) — [0, o), that is strictly increas-
ing, and is such that a(0) = 0 and lim, . a(r) = oo.

Definition 2 (Extended class k., function [4]). A class k. function for which the domain is extended to
the entire real line R = (—o0, 00).

Definition 3 (Lipschitz continuity). A function f : R — R is Lipschitz continuous if there exists a positive
real number L such that the equation below holds:

|f(x) = fFODI] < Lix -yl )

Definition 4 (Interval of existence[4]). The interval for which a differential equation has a unique solution
x(t) on I(xo) = [0, Tmax)-

Definition 5 (Forward completeness[9]). A system is said to be forward complete if the interval of
existence is equal to 1(xg) = [tg, ).

Definition 6 (Invariance and safety[4]). Considering a system with feedback controller u = k(x)

X = f(x) + g(x)k(x) (2

a set C is forward invariant if for every xo € C, x(t) € C for x(ty) = xo and Vt € I(x¢), where 1(xq) is
the interval of existence 1(xq) = [tg, Tmax) Such that x(t) is a unique solution for (2) on 1(xg). The set C
provides safety for its related system, if set C is forward invariant.

Definition 7 (Relative Degree[7]). The relative degree of a function is the amount of times a function
d : R" — R has to be differentiated with respect to (3) along its dynamics in order for the input u of
the system (3) to explicitly show up in the derivative. Provided that the function d can be differentiated
sufficiently many times.

2.2 Control Barrier Functions

2.2.1 Control Barrier Function

Definition 8 (Control Barrier Function[4]). Consider a general control affine system of the form

X = f(x) +g(x)u 3)

withx € X Cc R" and u € U C R". Then consider a set Cy defined by a continuously differentiable
function Yo : R" — R:

Ci = {x € R"[o(x) > 0} “4)

The function ¢ is a Control Barrier Function (CBF), if there exists an extended class k« function
a1 for which the following holds for all x € X Cc R":

sup[ Lo(x) + Leyo(x)u + a1 (Yo(x))] 20 &)
uel
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In the above equation (5) the symbols £ and L, denote the Lie derivatives of the function y/ along
the vector fields f and g respectively.

Theorem 1 (from [4]). Let C| be defined as in (4), if o is a Control Barrier Function and % # 0 for
all x € 0Cy, then any lipschitz continuous controller that satisfies (5), renders the set Cy invariant and
thus safe (by Definition 6).

2.2.2 Higher Order Control Barrier Functions

When the relative degree of the system is higher than one, (5) will not contain the input u explicitly
as the term L, (x) will be zero by Definition 7. To still come up with a constraint explicit in the input,
the Higher Order Control Barrier Function (HOCBF)[6] can be used.

To come up with a constraint that is explicit in u, first (5) is made to define a new set
C = {xeR"y; >0} (6)

where /| is defined below:
Y1 = [Lpgo(x) + a1 (Yo (x))] (7

In order for ¥/ to be a control barrier function for the set C, it should by Definition 8 adhere to

sup[Lry1(x) + Lo (x)u+ a2(¥1(x))] 20 ®)

uelU

for all x € X C R”", where a; in the above equation is again an extended class k function (Definition
2) that may or may not be distinct from «;. The set C, is invariant, if there exists a Lipschitz continuous
controller that satisfies (8) and % # 0 for all x € dC, (Theorem 1) . The invariance of the set C, leads
to the invariance of set C;, because the invariance of C, by the definition of C, (6) means that ¥y > 0,
which is by the definition of | (7) the same as satisfying (5), and thus in turn provides set invariance for
C1 provided that % # 0 for all x € 4C;.

If the constraint (8) still does not contain the input explicitly (i.e. Lgiy1(x) = 0), the above approach
can be repeated until it does and the following will then be achieved with a relative degree of m:

Yo = b(x)

Y1 = Yo + a1 (Yo)
9)

l/’m = ‘pm—l + a’m(‘ﬂm—l) >0

When xg € C; N --- N Cy, and ¥, > 0 holds for V¢ € I(xg), the trajectories of the system (3) will
remain in the set C; (Theorem 2). In (9), ,, is actually not a CBF, but is used for ease of communication
and denotes the constraint which is explicit in the input and is used to provide set invariance of the
original predefined safe set C; (4). In (9) the directional derivatives are replaced by the full derivatives
(e.g. in Lo(x) + Leyo(X)u = yro) for ease of communication. The function b(x) in (9) denotes an
arbitrary continuously differentiable function of x that defines the safe set C; in (4).

The more formal definition of the HOCBF and the corresponding theorem can be seen below, but
first the formal definition of the sets C; fori € {1,...,m} are given in (10).
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C1 = {xeR" gy >0}

C = {xeR" |y >0}
(10)

Cn = {x € R Y1 2 0}

Definition 9 (Higher order control barrier function[6]). Let C;,i € {1,...,m} be defined in (10) and
Ui, i € {1,...,m} be defined in (9). A function b : R" X I(xg) — R is a higher order control barrier
Sfunction of relative degree m for system (3) if there exist extended k- functions ay,...,a, such that

Um = 0(9) holds for all ¥t € 1(xg) and for Vx € C; N --- N Cy,.

Theorem 2 (from [6]). Given a HOCBF (from Definition 9) with the sets C;,i € {1,...,m} (defined in
(10)), if xo € C1 N+ --NCyy, then any Lipschitz continuous controller u(t) € U that satisfies W, > 0 (from
(9)) for all t € 1(xg), renders the set C; N - - - N Cy, forwards invariant for system (3).

3 Fault Tolerant Control Barrier Functions

The Fault Tolerant Control Barrier Function (ftCBF) is a novel type of control barrier function and is
the main contribution of this research. It guarantees set invariance for a predefined safe set C; in (4) for a
system (3) that has changing control bounds and changing system dynamics. This makes it well suited for
fault tolerant control, as a type of failure can be anticipated by describing how the failure would change
the control bounds and system dynamics, in what will be hereafter called failure functions, describing
these changes. The ftCBF can then with those failure functions provide invariance of the predefined safe
set Cp in (4).

First to explain the general concept, consider a system (3), with ¥, := ¥,,_1 + @ (Y1) > 0 from
(9) being the constraint that needs to be satisfied in order to guarantee safety for the system. Then a
control function u* (), within the changing control bounds u,,;,(t) < u*(t) < U4, (), can be defined as
a recovery function of the system that eventually at a time ¢* is able to stop a system from moving closer
to the boundary of the predefined safe set C; (4) for Vxo € § ¢ X. Where S is the set for which the
recovery function is defined. The recovery function is made to be a function of the system states x(#) and
the changing system parameters A € A C R”, which includes the changing control boundaries u,,;, (t)
and u,,4,(1). As the failure functions describe the changes of A, the recovery function will also be defined
for anticipated failure events. The formal definition of a recovery function, as well as the theorem that
states when the set C; N --- N C,, NS will be invariant can be found below.

Definition 10 (Recovery function). The recovery function is defined as a Lipschitz continuous function
u*(x,A) : R" X R? — R™ within the changing control bounds umin(t) < u*(t) < umax(t), such that for
all initial states xy € S C X, there exists t* € I1(xq) for which s, (x(1)) > 0,Vt > t*.

Theorem 3. If there exists a recovery function (Definition 10) for a system (3) with a HOCBF o and a
corresponding HOCBF constraint \r,,, > 0, such that

min g (u” (x(2), (1)), x(2), A(2)) 2 0 (11)

tel(xp)|to<t<t*

andxg € CiN---NCyu NS, then the set Cy N --- N Cyp NS is forward invariant.

Proof. By Theorem 2, the set C; N - - - N C,, is invariant if for xo € C; N - - - N C,,, any lipschitz continuous
controller u(t) ensures that i, (u(t),x(t),A(t)) > 0 (9) for Vt € I(x¢). If for u(¢) the recovery function
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u*(x(t), A(t)) (Definition 10) is used, and the minimum value of v, (u*(x(¢), A(¢)), x(¢), A(t)) is greater
then zero for r € I(xg)|ty < t < t*, the HOCBF constraint i, > 0 (9) will be satisfied for V¢ € I(xg),
because for ¢ € I(xg)|t > t* the derivative of the HOCBF constraint ¢, > 0 (by Definition 10), while the
recovery function is used. However, because the recovery function u* is only defined for xo € S, only the
intersection of the set C; N --- N C,, and S is made invariant. O

Definition 11 (fault tolerant Control Barrier Function (ftCBF)). A HOCBF o : R" — RisaftCBF ifthere
exists a recovery function u* (Definition 10) such that (11) holds V¥t € I(xo) andV¥x € C;N---NC, NS.

For the practical application of the ftCBF, the system is simulated offline for various different starting
conditions (denoted with subscript [-];), of the system states x; and different starting system parameters
A through time to compute the minimum of the HOCBF constraint through time. This is done because
the constraint can typically not be found analytically. The obtained constraint (12) which is a function
of the starting parameters, is then interpolated in real time with current values for the system states and
current system parameters substituted as starting values.

min Y, (1" (X5, A5, 1), X(2), A(2)) 2 0 (12)

tel (xg)|ts<t<t*

4 ftCBF Applications

4.1 Double Integrator System

For this example application the system described in (13) will be used, with a visualisation of the
system given in Figure 1. The variable z(¢) describes the distance between an ego vehicle (which can be
controlled) and a preceding vehicle. The variable v(¢) describes the velocity of the ego vehicle and v,
describes the constant velocity of the preceding vehicle in this example. u(t) is the control input of the
ego vehicle and controls the rate of change of the velocity of the ego vehicle.

The HOCBF of the system
(13) that needs to be satisfied to

guarantee set invariance then re- Ego vehicle Safe Set Ci Preceding vehicle
sults in (14), with the class ko () « Uy
functions defined as aq(yq) := > 2(t) >
Yo and a2(y) = ¢, and safe < I, >

set C; (4) defined by ¢ := z(t)— D R :

[,. The constant [, denotes the
minimum safe distance between
the preceding and ego vehicle.
The function ¥, in (14) is the Fig.1 This figure gives a visualisation of the simple double integrator
HOCBEF constraint that should system given in (13), with safe set C; (4), defined by y := z(1) — [, > 0.
be satisfied in order to guaran-

tee set invariance of Cj.

() =v, —v(t)

V(1) = u(1)
. - - The ducti d distributi ith attribution of the enti f individual
@ Except where otherwise noted, content of this paper is licensed under 024 -5 ¢ reprocuction and cistribution with attribution ot the tire paper of oL ICIvidua
(:) . P . . pages, in electronic or printed form, including any material under non-CC-BY 4.0
BY a Creative Commons Attribution 4.0 International License.

licenses is hereby granted by the authors and respective copyright owners.


https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/

Yo = z(1) — lp
Y1 = (vp —v(®) + p1(z(2) — 1) (14)
Ua(t) = —u(t) + 2(vp = v(0) + (2(1) = 1) 2 0

In this relatively simple system, a good recovery function would be the smallest input u(z), which is
by definition the lower control bound u,,;,, (), and thus u(¢) = u;,(¢). To simulate a failure in the control
effectiveness, u,,;, is modelled to change over time during a failure by the following failure function

umin(t) = Uming * a' (15)

where a is a parameter between zero and one. The next step is to define a recovery function for the
system (13), and as a candidate the lower bound of the control input uy;,(#) is proposed. To prove that
u(t) = umin, - a' is a recovery function of the system (13), the derivative of (14) should be greater than
zero after some time ¢* (Definition 10). The derivative of (14) is given below.

Yo = —i(t) = 2u(t) + (v, —v(2)) 2 0 (16)

In above equation the derivative of the input is

(1) = tmin, - a'ln(a) (17)

and the velocity of the ego vehicle v(f) can be written as

V(1) = /0 $(O)de +vo

t
= / Uming * @°dL + Vo (18)
0
i ( al 1
= Hming In(a) In(a)

) +Vvo

Then by substituting (15),(17) and (18) into (16), the following inequality will be obtained:

a' 1

In(a) In(a)

—Uminy(a'ln(a) +2a" + ( )) = —=(v, —vo) (19)

The system (13) is forward complete (Definition 5), which makes the interval of existence /(xg) equal
to the interval [#(, o), and thus to find the set S c X for which (15) is a recovery function (Definition
10), the limit of # — oo can be taken of (19), which results in the following:

t
a 1 Ui
. ¢ t ming
lim —upin,(a'ln(a) +a" + ( ~ ) =
1—00 In(a) In(a) In(a)
! (20)
ming
> — (V p VO)
In(a)
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Fig. 2 In this figure the implementation of the ftCBF is shown. For this simulation a human controller
was used to demonstrate the workings of the ftCBF. The function o := z(t) — [, > 0 describes the
predefined safe set C; (4), and physically describes the distance between the ego vehicle and the preced-
ing vehicle minus a safety constant /,, (as can also be seen in Figure 1). The CBF | and the final con-
straint y, > 0 (14) are also shown. If Y, > 0 both ¢y and | are as a result also above zero (Definition 9),
which guarantees that the safe set C; stays invariant. In this simulation the distance between both vehicles
(z(t) = Yo+l,), was first increased by providing a negative controller input u ;,, for about 10 seconds. After
around 10 seconds, the controller input «,, provided a positive input, which accelerated the ego vehicle
towards the preceding vehicle, until around 18 seconds, where the ftCBF constraint first activates. After
the successful recovery from the first maneuver, a second maneuver was performed (starting at around 35
seconds), that tried to accelerate longer towards the preceding vehicle. However, as can be seen the ftCBF
ensures that the vehicle remains in the safe set C; (¢ > 0 (4)) for both maneuvers, with control boundaries
-2 < u(t) < 5. For this simulation the constant « in the failure function (15) was set to 1 for this example
problem, thus u,,;,, remained constant.

From the above equation it can be deduced that (15) is a recovery function (by Definition 10) for
Vo < % +Vp.

Then to provide set invariance for Vxo € C; N --- N C, NS by Theorem 3, (11) should be satisfied.
Which for the system (13) and recovery function (15) would be

al 1
In(a)  In(a)

2o+ /0 HQdL~1,) 20

)

i t
min a2V — Vo —
tel (xo) |to<t<t* ( ming ) ( P 0 mmo(

21)

where in the above equation zg + /Ot 2(8)de = z(1).

A simulation of system (13) with the ftCBF constraint (21) can be seen in Figure 2. The parameters
used for the simulation are given in Table 1, where it can be seen that a = 1. This is to keep the control
bounds constant for simplicity in this example problem.

A more in depth application of the ftCBF on a non-linear system with changing system dynamics
and changing control bounds will be shown in the next example application.
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Table 1 Simulation parameters ftCBF for Double Integrator System

Po 20 Vo lp Vp a4 Umin Umax
04 10 11 2 8 1 -2 5

4.2 Dubin’s Car

4.2.1 System Dynamics

The Dubin’s Car system can be visualized as a car that has a constant velocity and has the ability to
change direction.

In this variation of a Du-
bin’s car system, the velocity will
not be constant, but will be al- I

lowed to change as to demon- A
strate that the ftCBF is able to V(t)
. >
handle changing system dynam- \
ics as well as changing control Safe set C; \ 9(15)

bounds. Below the equations of
motion of the system that will
be used in this application are Yy >
shown:

= V(1) cos(6(1)) . >
y=V(©)sin((r))  (22) — 7z
0 = u(r) :

Unin () < u(t) < Upmax (1) (23)
Fig.3 This figure gives a visualisation of the Dubin’s Car system (22),
In the above equations u(f) with safe set C; (4), where ¢ := x(r) > 0.
is the input that is able to change
the angle 6 at which the vehicle
is driving. The speed will be a
simple function of time:
V(t) =Vo +yt (24)

where gamma is some positive design constant. A visualisation of the system (22), can be seen in Figure
3, where also a visualisation of the safe set C; (4) is given. The safe set for this application will be defined
by Ci = {x|yo := x(z) > 0}.

4.2.2 HOCBF & ftCBF constraints
For ¢ := x(¢) the system (22) will result in the the following HOCBF:
Yo = x(1)

Y1 = V(1) cos(6(1)) + x(1) (25)
Wy =ycos(0(1)) — V(t)sin(0(t))u(t) +2V(t) cos(8(t)) + x(z) > 0
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where a1 (o) := ¢o and a2 (Y1) := 1.

For the system (22) a recovery function is defined below:

u*(t) = umin(t) = Uming * < 9(1‘) <r

T
2
f0%=umﬂﬂ=MMMWﬁﬂ<00)s%z (26)

u (1) :=0,-7/2<0(t) <m/2

As the system behaves very similar in both domain 7 < 6(¢) < 7 and the domain 7 < 6(¢) < 37”
(only the direction of rotation will be different), only the domain 0 < 6(¢) < m will be considered for
simplicity. Additionally, it should be noted that there is no Lipschitz discontinuity at § = &, since once
the recovery controller is activated the system will always move away from 6 = 7 in both directions. If
the starting condition is at 6 = m, either uy, (clockwise rotation) or uy,x (counter-clockwise rotation)
could be chosen, but this example uses umjp.

To prove that

% T
=ty - ', 5 < 0(1) < 7 27)
<

u (1) :=0,0<0(t) <n/2

is a recovery function for 0 < 6(¢) < «, the derivative of ¢, in (25) must be greater or equal to zero after
a time t* (Definition 10). The derivative of ¥, (9) is given below

Yo = =2y sin0(t)u(r) — V(1) cos 0(1)u>(t)

28
=V (t)sin@(t)u(t) + 2y cos0(t) — 2V (t) sin 6(t)u(t) + V(t) cos 6(r) (28)
and for 0 < 0(¢) < /2 it can be shown that y/» > 0, by substituting u* = 0 (27) into (28).
Yo =2y cosf(t) + V(t) cosb(r) (29)

In the above equation y and V() are always positive or zero, and cos 6(¢) is also always positive or
zero in the domain 0 < 6(¢) < n/2, thus if the control function (27) is able to get the vehicle into the
domain 0 < 6(t) < /2, (27) is a recovery function as v, > 0 after a time ¢*. The angle of the vehicle
6(t) can be made into a function of the control function u* (27) as can be seen below

wﬂ=%+£é@M4

= 90+/ u(l)de (30)
al 1
=60y + umm()(l (Cl) ln(a))

When assuming a negative lower control bound, and if 6 is not in the domain 0 < 6(z) < /2, the

angle 6(¢) will enter the domain 0 < 6(¢) < 7/2 at 6(t*) = 7. Then by finding the limit of (30) for

Excent where otherwise noted. content of this paper is licensed under 024 = 9 The reproduction and distribution with attribution of the entire paper or of individual
X wher wis Ne is paper is licensed un - . . . . . .
a Creitive Commons Attribution 4.0 Interndtioij License pages, in electronic or printed form, including any material under non-CC-BY 4.0
BY a t S 0 b & SC. . . . .
licenses is hereby granted by the authors and respective copyright owners.


https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/

t approaching infinity (assuming that the system (22) is forward complete (Definition 5)), and setting
this limit smaller or equal to 7, the set S can be found, for which (27) is defined as a recovery function
(Definition 10).

hm 0o + (—— @ ! ) < dl
Ui <=

0 HminoX @)~ In(a)’ = 2 a0
O — Uminy z
0 In(a) — 2

From the equation above it can thus be deduced that (27) is a recovery function (by Definition 10)
for 6 < T + j""Tg (31).

Then to provide set invariance for Vxo € C; N --- N C, NS by Theorem 3, (11) should be satisfied.
Which for the system (22) and recovery function (27) would be

min  ycos@(t) — V() sin 0(¢) (tmin, - @)
rel (xg)|to<t<t* (32)

+2V(t) cosO(t) +x(t) =0

for which x(¢) can be described as

x(1) = x0 + /O HQ)dC (33)

Substituting (33), (24) and (30) in (32) results in the equation below.

. al 1
tel(x{)r)l|lt£1St<t* y cos(fo + ummo(l (a) ln(a) )
(Vo 1) g - @) 508 + i (- (a) )
+2(V() + ’}/l) COS(HO + l/tmmo(l (a) lnéa) )) (34)
[ 30 cos(O0 i (s~
+x0 >0

For practical reasons the above ftCBF constraint is computed offline and then interpolated online
during a simulation.

To make the computation a bit less computationally expensive and the constraint a bit more intuitive,
xo in (34) is subtracted from both sides of the inequality sign and then both sides are multiplied with —1,
which results in the following constraint

- min  (Y2(u*) —x0) < xo (35)

tel(xp)|to<t<t*
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which is easier to compute, as the constraint now does not have to be calculated offline for different
starting conditions xg, as the current value for x(¢) can be substituted for xo during the simulation to
check if it satisfies the constraint. The new form of the constraint is also a bit more intuitive, as the
value of the left hand side of (35) represents the required distance from the x-axis in order for (34) to be
satisfied, and thus has a more physical meaning.

In Figure 4 and Figure 5 visualisations of the left hand side of the constraint (35) can be seen.

\ {300
250
z 200
)
N
= 150
5
&
2 100
g
g5
3 50
95}
0
50

2 2.5 3
Starting angle 6, [rad]

Fig. 4 This figure gives a slice of left hand side of the constraint of (35) for u,,;,, = —0.5 [rad/s]. The
color-bar on the right indicates the value of the left hand side of (35) and physically represents the re-
quired x-distance from the boundary the satisfy the constraint (35), which in turn is required to ensure
safety for the system (22). For the computation of the constraint, « = 0.9 and y = 2 were used. The lines
that can be seen throughout the figure indicate different height levels of the function for visualisation pur-
poses.

—ming (s — xg)[m]

_1 L L L |
1.5 2 2.5 3 3.5
starting angle 6, [rad]

Fig. 5 This figure gives the function — min; ¢/ (x,)|s<r <+ (Y2 (1*) — xo) (left hand side of (35)) for u,,;,, =
—0.5 [rad/s] and V; = 0.5 [m/s], and physically represents the required x-distance from the boundary to
satisfy the constraint (35).
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4.2.3 Simulation Setup

The simulation was set-up | ] |
in Matlab and Simulink[10]. In
Figure 6 the general layout of the HOCBF ftCBF
setup that was used can be seen. Yjoy™ Constraint Constraint —u(t)—| System
The setup works with a joystick

controller and gives input u ,y to
the system if both the HOCBF Fig. 6 General setup of the f{tCBF implementation on the Dubin’s Car
and the ftCBF constraint are not System

active. If the ftCBF constraint is

active the output that is given by the HOCBF constraint is overruled and the ftCBF provides the final
input u(z) to the system. The ftCBF thus has the highest hierarchy in the system, and always provides
the input once it is activated, ensuring that the system will always remain in the safe set. The ftCBF
constraint and the HOCBF constraint get state updates from the system. The HOCBF constraint is not
necessary for safety, but in practice does provide a bit smoother behavior in approaching the boundary.

The parameters that are used in the simulation will be displayed in Table 2.

Table 2 Simulation parameters ftCBF Dubin’s Car

X0 Yo 00 Uming Umax Vc Y a
20 1 m -05 05 05 2 09

4.3 Results

The main results of the simulation can be seen in Figure 8 and Figure 9, which uses xy-plots to show
that the system (22) does not leave the safe set C; (4), defined by ¢ := x(¢) > 0. The defined safe set
and the top down view of the system used in Figure 8 and Figure 9, can be visualized in Figure 3 for
more clarity. The effect of the induced failure on V (¢), t;;,(¢) and w4, (), can be seen in Figure 7. The
Figures 8 and 9 show that the ftCBF controller is capable of providing safety for a vehicle in the case of
a failure as the vehicle does not leave the safe set C;, defined by ¢ := x(¢) > 0, during the simulation,
regardless of when the failure occurs. This can be seen in Figure 8 where it shows a failure that happens
well before the constraint would normally activate and in Figure 9 which shows an induced failure after
the ftCBF constraint (35) has been activated.

The effect the ftCBF parameters y and a on the maneuverability of the vehicle in nominal conditions
(thus with no induced failure), is shown in Figure 10 and Figure 11. The effect of v on the maneuverability
1s quite significant (Figure 10) as the ftCBF does not allow the system to go near to boundary x = 0 as
much for higher values of y. Therefore, a trade-off between safety and maneuverability has to be made
as the higher the value for y, the more prepared the system is for possible rapid changes in the system
dynamics, but the less maneuverability it has. The effect of a on the maneuverability (Figure 11) in
nominal conditions (thus without an induced failure) is not very significant in the range of 0.8 < a < 0.9,
as the boundary x = 0 is almost equally well approachable for 0.8 < a < 0.9 . It should be noted however
that if the value of a becomes too small the recovery function (27) is not defined for all 0 < 6 < 7, as
can be seen from (31). From (31) it can be deduced that if the recovery fL}mction is to be defined for
all 0 < 6 < m, then Bt < a <1 for uy,, = —0.5 and more generally eI < a < 1. However, if
0<ac< e% the vehicle can still be made safe (provided that 6y < % + %), but the maneuverability
will be significantly impaired as 6(¢) cannot reach the whole domain 0 < 6(t) < 7.
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Fig. 7 This figure indicates what happens during an induced failure described by (24) and u,,,;,, () =
Umin, - a'. In the figure the failure is induced at around t=10. As can be seen the velocity V (¢) increases
quickly and the control effectiveness decreases exponentially. The failure parameters used for this figure
area =0.9and y = 2.
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_40 L
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-60 L L 1 |
0 5 10 15 20

X

Fig. 8 This figure shows a xy-plot of the system (22). In the figure it can be seen that the ftCBF is able to
keep the vehicle in the safe set C;, defined by o := x(¢) > 0 (Figure 3), with a failure resulting in changed
system dynamics and changed control bounds (as can be seen in Figure 7). In this simulation there was
no joystick input given and the failure was induced before the ftCBF constraint (35) was activated. The
parameters used for the simulation can be found in Table 2.
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Fig. 9 This figure shows a xy-plot of the system (22). In this figure it can be seen that if the failure is in-
duced after the ftCBF has been activated, the constraint is also able to make sure that the vehicle remains
in the safe set C; (4), defined by ¢ := x(¢) > 0 (Figure 3). In this simulation there was no joystick input
given. The parameters used in the simulation can be found in Table 2.
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Fig. 10 This figure shows the effect of higher values of y for (24) in the constraint (35) on vehicle maneu-
verability when no failure is induced. As can be seen, the faster the system dynamics are thought to be able
to change (by setting a higher value for y), the less maneuverability the vehicle has, as can be seen in the
figure by the fact that the vehicle is not allowed to go near to boundary (x = 0) as much, as lower values of
v will allow. Setting the value for vy is thus a trade off between safety and maneuverability of the vehicle.
For this figure no joystick input was given and a = 0.9 was used.
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Fig. 11 This figure shows the effect of the value of ¢ used in the failure function u,,;, () = tin, - a’, on the
maneuverability of the vehicle. As can be seen in this figure, the changes in a do not effect the maneuver-
ability of the vehicle in nominal conditions (where no failures are induced), thus it seems that a lower value
of a would be moust suitable, as this would mitigate more aggressive failures. However, a value of a that is
lower then a < PR (deduced from (31)), will result in the recovery function (27) to be not defined for all
6(t) on the domain 0 < 6(z)7, which will have a large impact on the maneuverability of the vehicle.

4.3.1 Discussion

The results have shown that the ftCBF constraint is able to keep systems within their safe set, even
when a failure is induced.

As can be seen in Figure 10, choosing higher values for y has an effect on maneuverability, thus a
trade-off can be made between safety and performance, where higher values of y are more in favour of
safety, and lower values of y are more favourable for performance.

Another point that should be mentioned, is that the computational time required to calculate the
constraint will go up exponentially for higher dimensional systems. For the Dubin’s Car model only three
dimensions had to be considered for the constraint, however for more complex systems like for instance
full state drone models, the amount of states required are much higher than three, which would very likely
require very long computational times. This phenomenon, called curse of dimensionality, also occurs in
the related field of Reachability[11], for which reachable sets are solved from the Hamilton Jacobi PDE’s
with the level-set methods[12].

5 Conclusion

This paper has presented a new type of control barrier function called the fault tolerant Control
Barrier Function (ftCBF), that is able to keep a system within its safe set C; (4), with a failure event
occurring at any time during the simulation.

The failure function, used in the ftCBF, has design parameters that should be tuned according to a
trade-off between safety and performance of the system.
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For future work it is recommended to incorporate measurement noise and system dynamic parameters

uncertainties within the ftCBF, to further increase the safety critical behavior of the ftCBF. Further work
should also be done on mitigating the curse of dimensionality, such that the ftCBF could also be used
practically for higher dimensional systems.
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